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Material PET

i
Length: 85.47 ~ 85.72mm
The dimensicns comply
9 Dimension Width: 53.92 ~ 54 .03mm with ISO/IEC 7810: 2003
{D-1.
Corner R: 2.88 ~ 3.48mm
3 Thickness 0.68 ~ 0.84mm
4 Base Colour White Colour of card material
Front side: 4 colour
5 Print / Cotour

Back side: 2 colour

Operating Temperature | 0 °C tg +40°C

& [+ %
/ Operating Humidity / +35% to +85% RH

Storage Temperature -10 °C to +50 °C

7 o
/ Starage Humidity / less than 60% RH

issuance Temperature
+15°C to 435 °C

/ Issuance Humidity /+20% to +80% RE
: 068~ 0.84 mm Roundness in a corner 2.88 ~ 3.48 mm
: Al
I’_‘ K ﬂ'.i """ i{-.‘
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£
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| 85.47 ~ 85.72 mm




CSC chip

Mifare DESFire £V1

1
2 Memory Type Non-Velatile Memary
Memory space is securely
M C it 4096 byt separated to protect the
3 emory Lapacity Ve information used for
different applications.
4 File system ISOAIEC 7816-3, ISO/IEC 7816-4
5 RF interface [SO/IEC 14443-2 Type A:2016
The frequency of the RF
‘q . Y 13.56MHz
6 operating field
7 Modulation Method ASK
8 Bit Coding Manchester Encoding
9 Anti-collision Adoption
10 Communication speed 106 kbps to 848 khps
11 | Data Retention 10years T=22°C
12 Rewriting times & expected life 500,000 tirmes of writing T=22°C
13 | Power Source No battery
14 Security AES
Transaction-oriented automatic . Ha\_!e retjcu‘mng process
15 . ) Adoption while writing data to
anti-tear mechanism

memory
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1 Material PET
Length: 85.47 ~ 85.72mm
The dimensions comply
2 Dimension Width: 53,92 ~ 54.03mm with ISO/IEC 7810: 2003
{D-1.
Corner R: 2,88 ~ 3.48mm
3 Thickness * 0.68 ~ 0.84mm
4 Base Colour White . Colour of card material
Froni side: 4 colour
5 Print / Colour
Back side: 2 colour
Operating Temperature | ¢ o0 to +40 °C
6 . . % ta +85% RH
/ Operating Humidity / +35% to +85% R
Storage Temperaturs 10 °C to +50 °C
7 o,
/ Storage Humidity / less than 60% RH
Issuance Temperature
g ¢ +15°C to +35 °C
/ Issuance Humidity /A20% o +80% REH
] ¢ 0.68~0.84mm Roundness in a corner 2.88 * 3.48 mm

] 2

53.82~54.03 mm

85,47~ 85.72 mm
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* Specification

Rewmarls

1 CSC chip Mifare DESFire EVL
2 Memory Type Non-Volatile Memory
Memary space is securely
. . separated o protect the
3 Memory Capacity 4096 byte . information used for
different appilcations.
4 File system ISO/IEC ?816-3, [SO/IEC 7816-4
1
5 RF interface 1SO/IEC 14443-2 Type A:2016
The frequency of the RF
i 5 o 13.56MHz
. operating fietd
7 Modulation Method ASK
8 Bit Coding Manchester Encoding
g Anti-collision Adoption
10 Communlcation speed 106 kbps to 848 kbps
11 | Data Retention 10years T=22°C
12 Rewrlting times & expected life 500,000 Eimes of writing T=22°C
13 | PowerSource No battery
N
4 Security AES
s Transaction-oriented automatic . Ha‘f’e retaining process
: , . Adoption white writing data to
15 | anti-tear mechanism
memory
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To whom it may concein

29 March 2022

Hamburg, Germany

LINXENS purchasing genuine NXP® MIFARE® products

‘We confirm that LINXENS is our MIFARE® Premium Partner. LINXENS only purchases MIFARE®
Classic, MIFARE® PLUS and MIFARE® DESFire divectly from NXP Semiconductors.

MIFARE® is a registered trademark, owned by NXP, This means that only products manufactured by,
or under license of NXP, are allowed to use the MIFARE trademark,

To support and help increase the high quality and reputation of MIFARE® products, NXP maintains
and protects its intellectual property rights, e.g. by fighting counterfeit products and by promoting its
MIFARE® Premium Partners, like Linxens.

As one of NXP's largest cust omers, and as a MIFARE® Premium Parfuer, Linxens supports the high
quality and global interoperability of MIFARE® products. It has been producing inlays, tags and cards
for various end applications, based on NXP® and MIFARE ® ICs for more than 10 years.

For more information, please visit:_https://www.mifare.net/company/

Best Regards,

Philippe Dubois

Vice President Secure Edge Identification
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i 1 The abave mentioned product fulfils the reguitements dageribed 19 the releranced Yest specification and is there(ere egarded
compllant Lo the MIFARE' sir-interface specHication (Level 2) and to the relavant pars of 1SO/IEG 144424,

This certllicale relates exclusively to Lhe testad products and bolenglag togather products in the same family /
evolution state and is valid lor a period of five years nfter its Issue. This certificato ceases ta ha valid as soan .

i as alterations are made to the product, which slter its charactarislics, SRS

N This cedllicale is ondy valit it combination with the tost report fssuad by MIFARE™ Cemhcannn Institvte, . -t

i MIFARE and MIFARE DESFirs are raglalemd !ruduma:ks of NXP B.Y.
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To whom It tnay concern

Gratkorn, Austria, 18" December 2018

LINXENS purchasing NXP® MIFARE® products

We confirm that LINXENS Is our MIFARE® Premium Partner, LINXENS only purchases MIFARF® smart
card ICs directly from NXP Semiconductors.

MIFARE® |5 a reglstered trademark, owned by NXP. This means that only products manufactured by,
or under licanse of NXP, are allowed 1o use the MIFARE trademark,

To support and help Increase the hlgh quallty and reputation of MIFARE® products, NXP malntains
and protects Its Intellectual property rights, e.g. by flghting counterfelt products and by promaoting Its
WMIFARE® Pramlum Partners, like Linxens,

As one of NXP's largest customers, and as a MIFARE® Preamium Partner, Linxens supports the high
quality and global Interoperability of MIFARE® products. It has been producing inlays, tags and cards
for varlous end applications, based on MXP® and MIFARE ® ICs for more than 10 years.

Far more Informatlon, please visit: hitps://www.mifare.net/company/

Best Rogards,
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Christlan Lackner

Sr. Director PL Smart Cltles - MIFARE
BL Secure Transactions & identlflcation
NXP Serntconductors Austrla GmbH
Mikron-Weg I, A-B101 Gratkorn
e-matl: christian Jackner®nxp.com
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MF3D(H)x3 —

MIFARE DESFire EV3 contactless multi-application’iC

i Rev. 3.0 — 15 May 2020 Product short data sheet
i 612530 COMPANY PUBLIC

1 General description

1.1

Introduction

MF3D(H)x3 is the latest addition to the MIFARE DESFire product family introducing new
feature along with enhanced performance for best user experience. The MF3D(H)x3 is
Gommon Criterla EALS+ security certified which is the same security cerlification level as
demanded for smart card IC products used a.g. for banking cards or electronic passports.
it fully complies with the requirements for fast and highly secure data transmission: and
flaxible appllcation management. This makes it the ideal product for service providers
and service operalors who want to offer an easy, convenient and secure accessto a
wide variety of different services,

MF3D(H)x3 offers best flexibility when creating multi-application schemes and fealure
such as MismartApp is supporting new business models. Using MF3D(H)x3 with NXP's
AppXpplorer cloud service, Smart Cilies services for example could be utilized with only
one card by combining services such as public transport, car or bike sharing, access to
city atiractlons with citizen services, closed-loop e-payment applications and local loyalty
programs.

MF3D(H)x3 is based on global open standards for both air interface and cryptographic
methods. It Is compliant to all lavels of ISO/IEC 14443A and supporfs optional ISO/IEC
7816-4 commands (APDU and file structure supported) and is fully interoperable with
existing NFC reader for MIFARE infrastructure.

Featuring an on-chip backup management system and the mutual three-pass
authentication, a ME3D({H3 card can hold as many applications as the memory can
accommadate. Each application can hold up to 32 files with various data configurations,
The size of each file Is defined at the moment of its creation, making MF3D{H)x3 a truly
flexible and convenient product, An automatic anti-tear mechanism is avaliable for all flle
lypes, guaranteeing transaction-oriented data integrity.

The main characteristics of this device are denoted by its name "DESFire™ DES
indicates the high level of security using a 3DES or AES hardware aryptographic engine
for confidentiality and integrity protection of the transmission data. Fire Indicates its
oulstanding position as a Fast, Innovative, Reliable and sEcure IC in the contactless
proximity transaction market.

MF3D({H)x3 delivers the perfect balance of spead, performance and cost efficlency. s
open concept allows seamless future integration of other ticketing media such as smart
paper tickets, banking convergence card, and MIFARE 2GO mobile ficketing service
based on Near Field Communication (NFC) technology. MF3D(HXS Is your tickel to
secure contactless systems worldwide.
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1.2 Evolution of MIFARE DESFire products family

MIFARE DESFire has evolved over lime, enhancing its security properties to protect
against current and future security threats, and adding new features to better suil into
new user requiraments.

MIFARE DESFire EV3 Is the fourth generation of the MIFARE DESFire products
family succeading MIFARE DESFire EVZ. ILis functionally backward compatible with
all previous MIFARE DESFire generations, namely MIFARE DESFire EV2, MIFARE
DESFire EV1 and MIFARE DESFire D40 (MF3ICD40).

Figure 1 shows the relationship between the latest three generations of MIFARE DESFire
products. The latest generation encompasses the features from the older generation{s).
Therefore, allowing existing users of the older products to adopt the fatest product with
minimum or ho changes to their infrastructures,

MIFARE DESFire EV3 can be used as a MIFARE DESFire EV2 ar a MIFARE DESFire
EV1 in its defaulf delivery configuration. Every new feature would require an activation
and/for the use of new commands which is described in their respective sections In this
document.

CC EALS* on HW and 8W

2 K8, 4 KB or & KB NV memery

Mo imil on po. of Asplicallons, 32 files
6 [lle types - nes Frapsaclon MAG Nlla
7 aF or 10 pF

GG EALS+H on HW and SW

2 KB, 4 KB, 8 KB, 18 KB or 32 KB MV mamory
HNo Imil on ne. of Applications, 32 lifes

6 He lypes - new Trapsacllon MAC fila

17 pF or 10 pf°

r Secure messaging (EVZ):
AES128

Random I
(mproved ISQ7E16-4 supporl
Conligurable ATS:

up to 256 bytes bulfer
MismariApp
Transaclion MAG
Multiple ey Sels
Muolliple keys per access righls
Shared applicatlon managemant
UpdateRaensd cammand

Sscure messaging {EV
AES128

Randam 1D

Impsaved §SO7818-4 supparl

Conflgurabla ATS:

CC EAL4+ on HW and SW
256 B, Z KB, 4 KB or 8 K8 NV mamary

28 Applications, 32 files
S file types
17 oF of Fa pF

Socure messaping (EViy

up {0 128 byles bulfer
hlsmartApp
Transactlon MAG
Mulllple Kay Sols
Muoliiple keys per access righls
Sharad applicalicn management
UpdaleRacord command
Virtuaf Card Architasture
Proximily Check

Virtual Card Architerture
Praximily Check

Qrigipalily Check
Tranaclion Tima?

Secure Dynamic Messaging
NXP AppXptorer aupport

2KTOEA and SKTOEA and AES128
Random 0
[S07816-4 APDU and CMDs {8)
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Configurable ATS

Figure 1. Evolution of MIFARE DESFlre
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2 Features and benefits

2.

2.

2.

2.

1AF30_H_x3 MIFARE_DESFis_Ev3_S03 . .. Ahinformation gro¥idad ' i document Is subject to legal disdaimers.
Product short data sheet Rev. 3.0 — 15 May 2020
COMPANY PUBLIC 612530
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1.4 RF interface: ISO/IEC 14443 Type A

» Contactless interface compliant with ISOIEC 14445-—'2'}’57("“"5\ 2
+ Low Hmin enabling operating distance up to 100 mm (depending on power provided by
the PCD and antenna geometry)

Fast data transfer: 1086 kbitls, 212 kbilis, 424 kbit/s, 848 kbit/s

7 bytes unique Identifier (option for Random 1D)

» Uses ISO/IEC 14443-4 transmission protocot

Configurable FSCI to support up to 258 byles frame size

-

1.2 MNon-volatile memory

» 2kB,4kBor8kB

+» Data ratention of 25 years

» Write endurance typical 1 000 000 cycles
» Fast programming cycles

1.3 NV-memory organization and multi-application support '

+ Flexible file system: user can freely define application structures on PICC

« As many applications &s the memory size supports per PICC

» Up 1o 32 files in each applicalion (6 file types available: Standard Data file, Back-up
Data file, Value fite, Linear Record file, Cyclic Record file and Transaction MAC file)

» Fila size is determined during creation (not for Transaction MAC file)

« MismartApp (Delegated Application Management)

» Memory reuse in DAM applications {Format Application)

Factory loaded NXP's DAM keys for AppXplorer service support

» Accessing files from any two applications during a single transaction

1.4 Security and Privacy

» Common Criteria certification: EALS+ (Hardware and Software)

» Unigue 7 bytes serial number for each device

+ Optional "RANDOM" ID for enhanced security and privacy

» Mutual three-pass authenlication

« Mutual authentication according to ISO/IEC 7816-4

+ Flexible key management: 1 card master key and up to 14 Keys per applicalion
« Multiple key assignment for each file access righls (up lo 8)

» Multiple Key Sets per application with fast key rolling mechanism {up to 16 sets)
+ Hardware DES using 56/112/168 bit keys featuring key version

+ Hardware AES using 128-bit keys featuring key version

» Data authentlcly by 8 byte CMAG

+ MF3ICE40 compatible mode: 4 byte MAC, CRC 16
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+ Data encryption on RF-channet P
= Authenticatlon on application level Jﬂf"‘
» Hardware exception sensors ISPPORIPN | ) 4 i A KIVOE
+ Self-securing file system IR & ¥ (11 4 p .
+ Transaction MAC signed with secret key per appllcahon e :,W,,,

+ Virtual Card Architecture for enhanced card/application sgletfion & "ult-ve devices T

with privacy protection
* Proximity Check for protection agalnst Relay Altacks
+ Originality Check for proof of genuine NXP's product

2.1.5 1SO/EC 7816 compatibility

« Supports ISOAEC 7816-4 file structure {selectlon by File |D or DF name)
» Supports ISONEC 7816-4 APDU message structure

« Supports ISONEC 7816-4 APDU wrapper for MIFARE DESFire nalive commands
Supports ISO/IEC 7816-4 INS code ‘A4' for SELECT FILE

Supports ISO/IEC 7816-4 INS code 'B0’ for READ BINARY

Supports ISONEC 7816-4 INS code 'D6' for UPDATE BINARY

+ Supports ISONEC 7816-4 INS code ‘B2' for READ RECORDS

Supports ISOAEC 7816-4 INS code 'E2' for APPEN{D RECORD

» Supports ISOAEC 7816-4 INS code ‘84’ for GET CHALLENGE

* Supports ISONEC 7816-4 INS code ‘88' for INTERNAL AUTHENTICATE
+ Supports ISOAEC 7816-4 INS code ‘82" for EXTERNAL AUTHENTICATE

216 Special features

« Transaction-oriented automatic anti-tear mechanism with new transaction timer support
» Configurable ATS information for card persenalization
+ Backward compatibliity mode to MIFARE DESFire EV2, EV1 and D40 (MF3|CD40)

» Secure Unique NFC (SUN) enabled by Secure Dynamic Messaging (SDM) which [s
mirrored as text into the NDEF message (compatible with NTAG DNA)

» NFC Forum Type 4 Tag certified (Certificate |D. 58652)
» Optional high input capacitance (70 pF) for small form factor designs (MF3DHX3)

MFID_H_x3_MFARE_DESFIe_EV3_ 803 A0l tnformatan proviged su ths 15 subfect 1o lagal diselaln
Product short data sheet Rev, 3.0 — 15 May 2020
COMPANY PUBLIC 612530

2020. M rights roserved.
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2.2 Summary of key differences between MIFARE DESFire generations

Table 1 shows the key differences between the latest three product generations of
the MIFARE DESFire family. For more detall on the new features, please refer to their
respective sectlons in this document.

Table 1. Key differences betwaen MIFARE DESFire ganeratlons

Features.- MEFARE DESFlre EV1:-i'|MIFARE DESFire EV2 1" MIFARE DESFire EV3 "
Cryptography schemae(s) Single DES, 2KTDEA, Single DES, 2KTDEA, Single DES, 2KTDEA,

3KTDEA, AES128 3KTDEA, AES128 3KTDEA, AES128
Secure messaging(s) D40 Native, EV1 D40 Native, EV1, EV2 (see | D40 Native, EV1, EV2 (see

product data sheet ) product data sheet
No. of appllcations 28 No fimit No lirnit
No. of files per appla‘éaticn 32 32 32
Max. no. of files with backup |32 32 32
ISOAECTS16-4 commands 8 8 (refined) 8 frefined)
Random ID Yes Yas Yes
Configurable ATS Yes, Historical bytes only Yes, all paramelers Yes, all parameters
Max. communication buffer 64 bytes up to 128 bytes Up to 256 bytas
Chaining during data transfer  |Native (AFh) Native (AFh} or 1ISO/ Native (AFh) or IS0/
JEC14443-4 {EC14443-4
Multiple Key Sets with rolling  |No Yes Yes
MismartApp (Delegated No Yes Yes
Appiication Management)
NXP AppXplorer supports No Yes, self configuration Yes, praloaded DAM keys
Shared Application No Yes Yes
Management
Mulliple keys per access right jNo Yes Yes
UpdateRecord command No Yes Yes
Transaction MAC No Yes Yes
Transaction Timer No No Yes
Secure Dynamic Messaging  |No No Yes
Virtual Card Archilecture No Yes Yes
Proximity Chack Na Yes Yes
Originaiity Check No Yes Yeos
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MIFARE DESFire EV3 contactless multi-application IC

3  Applications

+ Secure publlc transport ticketing

« Muiti-application smart city and mobility card
« Secure access management

+ Micro-payment and Loyalty

Student 1D

Road tolling and parking

Hospitality

Event ticketing

»
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MIFARE DESFire EV3 contactless multi-application 1C

4 Quick reference data

Table 2. Quick refersnce data '132’

Symbol .0 |Parameter .- [Conditions . ¢ - M Typ sl Max Uit

fi input frequency - 13.56 - MHz

C input capacitance MF3Dx3 . 17.0 . pF
ME3DHx3 S 66.5 - pF

NV memory characteristics

et retention time THas=2sCc 25 - - lyear

Nandupw) write endurance Tamb =26 °C 200000 1000006 |- cycle

{1] Siresses abave ane or morg of the values may cause permanent damage lo the device.
[2]  Exposure to limiting values for extanded perlods may affect device rellabliily.

i3] Moasured with LCR meler.

{]  Tamw = 25 "Ci = 13.56 MHz; 2.1V RMS
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MIFARE DESFire EV3 contactless multi-application IC

5 Ordering information

Table 3. Ordermg lnformatlon

Type number -~ " Package +|Deseription LT T T Version . o

MF3D2301DUD/CO FFC 12 inch wafer (sawn; 120 ym umkness)““21 2K8, 17 pF input |-
capacitance

MF3D4301DUD/GO FFC 12 inch wafer (sawn; 120 ym thickness)\ 12 4 KB, 17 pF lnput |-
capacitance

MF3D&301DUD/CO FFC 12 inch waler (sawn; 120 pm lhickness)m[zl; 8 KB, 17 pF Input -
capacltance

MF3DH2301DUDI00 FFG 12 inch wafer (sawn; 120 pm thickness)'?: 2 XB, 70 pF input |-
capacitance

MF3DH4301DUD/00 FFC 12 inch wafer (sawn; 120 pm thickness)l'?); 4 KB, 70 pF input |-
capaclitance

MF3DH8301DUD/00 FFC 12 inch wafer (sawn; 120 ym ihickness)m[2|; 8KB, 70 pF input |-
capacitance

MF3D2300DA4/00 MOA4 plastic leadless medule carrier packaga'™, 2 KB, 17 pF input SOT500-2
capacltance

ME3D4300DA4/00 MOA4 plastic leadless module carrier packagel™; 4 K8, 17 pF inpul SOT500-2
capacitance

MF3D8300DA4/00 MOA4 plastic leadless module carrier package!™; 8 KB, 17 pF input 8OT500-2
capacitance

MF3DH2300DA4/0G MOA4 plastic leadless medule carrier packagam; 2 KB, 70 pF input SOTB006-2
capacitance

ME3DHA300DAA/00 MOA4 plastic leadless module carrier packagel™ 4 KB, 70 pF input SOTE00-2
capacitance

MF3DHB300DA4/00 MOA4 nlastic leadless medule carrier packagelai; B KB, 70 pF input SOT500-2
capacitance

MIF302300DA8/00 MOAS plastic leadless module carrer package[‘“; 2 KB, 17 pF inpul 30T500-4
capacitance

MF3D4300DA8/00 MOAS plastic leadless madule carrier package”'; 4 KB, 17 pF input S0T500-4
capacitance

MF3DNS300DASK00 MOAS plastic leadless module carrier package!®; 8 KB, 17 pF input SOT500-4
capacitance

ME3DH2300DAS/0 MOAB plaslic leadless module carrier package[ﬂ; 2 KB, 70 pF input S0T500-4
capacltance

MF3DH4300DAS/00 MOA8 plastic leadiess module carrier package!, 4 KB, 70 pF input SOT500-4
capacitance

MF3DHE300DA8/00 MOAS plastic leadless module carler package!™; 8 KB, 70 pF input SOT500-4
capacitance

1] Delivered en film frame carrier with elecironic fall die marking according lo SECSI formal.
[2] See|2}

[3] See Figure 4
[4] SeeFigure 5
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MIFARE DESFire EV3 contactless muiti-application IC

6 Block diagram

CLOCK

OSCILLATOR |1 SeNERATIGN

AECTIFIER, cLock
MobULaToR |} PEMORULATOR FILTER

YOLTAGE ‘ ?I't‘ll;jl,; .;;lr%N VOLTAGE
ME,
SENSORS SENSOR REGULATOR

ACTIVE LIGHT
HIELDING, RAIL GLITCH
SENSORS SENSOR

MF3D(H)x3
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Figure 2. MIFARE DESFire EV3 IC block diagram
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7 Functional description RO U5 F e TE ot Y2 s T

MIFARE DESFire EV3 contactless multi-application I1C
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Introduction BEPRUOPIRPN | o

MIFARE DESFire £V3 is a contacliess miilfi- apphca{lan smart ¢ard TC €ompliant with
ISOIEC 14443A (part 1-4). The MIFARE DESFire EV3 operating system provides an off-
the-shelf development platform for smart card application providers.

The memory organization of MIFARE DESFire EV3 is flexible and can be dynamlcauy
structured to fil into any application requirements. The application and file structure is
shown in Figure 3. Each application folder is a container of data files usable within a
certain real world application (e.g. Transpori ticketing). There are 5 file types available for
data storage and 1 file type far sloring Transaction MAC as detalled in Seclion 7.8.

Within the appication folder, there is a set of keys and conflguration seltings dedicated
for the application. The application owner can freely organize the fite structure and
security setting within his application, An adjacent application will nol have access lo its
files as long as they do not possess the correct security rights. MIFARE DESFire EV3
also supports the ISO/IEC 7816-4 file structure and APDU.

At the PICC level, there Is anather set of keys and security settings for the PICC owner,
The PICC awner will have the right to create or delete any application, but he will not
have acoess to the application’s files, unless he knows the application keys foo.

PIGC Salllng and
canflguration

FICT Hoys

453022073

Figure 3, MIFARE DESFire EV3 produci-based application and file structure

MIFARE DESEire EV3 supports confidential and integrity protected communication (see
Seclion 7.7). Each MIFARE DESFire EV3 application can have its own cryptographic
settings (i.e. 2TDEA, 3TDEA or AES) and secure messaging for communication. The
D40 and EV1 secure messaging are included in the product for backward compatible
support of existing installations. For new projects, the EV3 secure messaging is
recommended.

_ Allinformation provided In this documiznt s subjact to Jegd disdlatmars,
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MIFARE DESFire Ew3-contaotless multi-application iC

MIFARE DESFire £V3 offers a transaction-criented backup mechanism to prevent
incansistent updaling of data storage across multiple files during a tearing situation.
When transaction tearing occurs, either all data fields are updated or none Is altered.
MIFARE DESFire EV3 offers a new Transaciion Timer feature which will prevent a Man-
in-lhe-Middle (MitM) attack where the attacker delays the conclusion of a transaction by
keeping the card powered after it left the legitimate reader device.

Besides the application file structure support, MIFARE DESFire EV3 offers many cptional
features such as following:

» Delegated Application Management {MlsmartApp) for giving rights to third-party

application creation and management.

Multiple key set within an application with key relling mechanism and key migration

supported.

Shared files between two applications, supporting a single transaction over two

applications at the same time.

Multiple keys for each access right of files.

« Transaction MAC onh application level, MACIng the transacted data with a sacret key on
the card and served as a proof of transaction to the backend system.

« Secure Dynamic Messaging (SDM) which is mirror as text into the NDEF message

» Virtual Card Architecture providing a privacy protecting mechanism during card

selection.

Proximity Check fo prevent against relay atiacks.

Originality Check for verification of genuine MIFARE DESFire EV3 product from NXP or

its llcensess.

The fallowing chapters provide basic description of some functionality on MIFARE
DESFire EV3. For a more detailed description of each functionality on MIFARE DESFire
EV3, see [1].

Contactless energy and data transfer

In the MIFARE product-based system, the MIFARE DESFire EV3 Is connected to a coll
consisiing of a few turns embedded in a standard ISOAIEC smart card. A batlery is not
needed. When the card is positioned in the proximity of the PCD antenna, the high-speed
RF communication interface allows data to be transmitted up to 848 kbit/s.

Anti-collision

An intelligent anti-collision mechanism aliows more than one MIFARE DESFire EV3 In
the field to be handled stmultaneously. The anti-collision algarithm selects each MIFARE
DESFire EV3 individually and ensures that the execution of a transaction with a selected
MIFARE DESFirs EV3 is performed correctly without data corruption resulting from other
MIFARE DESFire EV3s in the fleld.

UiD/serial number

The unique 7 byte (LID) is programmed info a locked part of the NV memary which is
reserved for the manufacturer, Due to security and system requirements these bytes
are write-protected after being programmed by the I1C manufacturer at production {ime,
According to ISONEC 14443-3 during the first anti-collisi cascade tag returns
a value of 88h and also the first 3 bytes of the Ul {BCC. The second
anti-collision loop returns bytes UID3 lo LIDE a

#} Infermation giovidad in his document is subfect lo lagal dli‘d
Rev, 3.0~ 15 May 2020
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MEFARE DESFire EV3 contactless multi-application [C

UIDO holds the manufacturer ID for NXP (04h) according to ISO/IEC 14443-3 and IS0/
IEC 7816-8 AMD 1.

MIFARE DESFire EV3 also allows Random 1D fo be used. In this case, MIFARE DESFire
EV3 only uses a single anti-collision locp. The 3 byte random number is generated afier
RF reset of the MIFARE DESFire EV3.

Memory organization

The NV memory Is organized using a flexible file system. This file system allows muitiple
numbers of different applications on one MIFARE DESFire EV3. Each application can
have multiple files. Every application is represented by its 3 bytes Application |Dentifier
{(AID} and an optional 1SC DF Name.

5 different data file types and 1 Transaction MAC file type are supported; see Seclion
8.6.

A guideline fo assign DESFire AIDs can be found in the application note MIFARE
Application Direclory (MAD); see (3].

Each file can be created either at MIFARE DESFire EV3 Initlalization (card production/
card printing), at MIFARE DESFire EV3 personalization (vending machine) or in the field.

If a file or application becomes obsolete in operation, it can be permanently invalldated.

Commands which have impact on the file structure itself (e.g. creation or deletion of
applications, change of keys) activate an automatic roliback mechanism, which protecls
the flle structure from being corrupted.

If this rollback is necessary, it is done without user interaction before carrying out further
commands. To ensure data integrity on application level, a transaction-oriented backup is
implemented for all file types with backup. It is possibie to mix file types with and without
backup within one application.

Available file types

The files within an application can be any of the following types:

« Standard data filas

* Backup data files

» Value flles with backup

» Linear record files with backup
= Cyclic record files with backup
* Transaction MAG file

Security

The 7 byte UID is fixed, programmed into each device during production. It cannot be
altered and ensures the uniqueness of each device.

The UID may be used {o derive diversified keys for each ticket. Diversified MIFARE
DESFire FV3 keys contribute to gain an effective anti-cloning mechanism and increase
the security of the ariginal key.

Prior to data transmission a mutual three-pass authentication can be done belween
MIFARE DESFire EV3 and PCD depending on the configuration employing either 56-bit
DES {single DES, DES), 112-bit DES (triple DES, 3DES), 168-bit DES (3 key tripie DES,

. A Information provided in this dockrnent Is sutjec] tofagsl disclalmers.
Rev. 3.0 — 15 May 2020
812530

rights reserved.
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MIFARE DESFira EV3 contactiess multl-application |G

3K3DES) or AES. During lhe authentication, the level of security of all further commands
during the session is set. In addition, the communication settings of the filefapplication
result In the followlng options of secure communication between MIFARE DESFire EV3
and PCD:

+ Plain data transfer {onfy possible within the backwards-compatible mode to MF3ICD40
and EV2 secure messaging)

Plain data transfer with cryptographic checksum {MAC): Authentication with
backwards-compatible mode to MF3ICD40: 4 byte MAG; All other authentications
based on DES/3DES/AES: 8 byte CMAC

Encrypted data transfer {(secured by CRC before encryption). Autnentication with
backwards-compatible mode to MF3ICD40; A 16-bit CRC Is calculated over the stream
and attached. The resulting stream s encrypted using the chosen cryptographic
method. All ather authentications-based DES/3DES/AES: A 32-bit CRC is calculated

over the stream and attached, The resulting stream is encrypted using the chosen
eryptographic method. A cryptographic checksum (CMAC) will also be altached when
using EV?2 secure messaging.
Find more informatiocn on the security concept of the product in [1]. Be aware not all
levels of security are recommended. For new design, the EV2 secure messaging is
recommended,
MPI0_H_x3 KIFARE_DESFlta_EV3_303 o At Irformation provided In his documeal is subject tolegal aisdalmers, Qéﬁ{é\ DNKP BY, 2020. Airights reserved.
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8 DESFire command set

This secfion contains an overview of MF3D{Hx3 command code. A detailed descripfion

8.1

8.2

8.3

24730, H_x3_MIFARE_DESFke_EV3_SOS
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of all commands is provided in [1},

Secure Messaging Commands

Tahle 4. S cur messagmq commands overview

Command :

Authanticate

Authen(lcalion as H was already supponed by D40, Only for
KeyType.2TDEA keys. Note that the PICC only perferms encryplion
operations. Afler this authentication, the D40 backwards compalible
secure messaging is used,

AuthenticatelSO

Authentication as already supported by DESFire EV1. Only for
KeyType.2TDEA or KeyType.3TDEA keys. After lhis authentication,
£V1 backwards coimpatible secure messaging is used.

AuthenticateAES

Authenlication as alrsady supported by DESFire EV1. Only for
KeyType.AES keys. Afler this authentication, EVt backwards
compatlble secure messaging is used.

AuthenticateEV2First

Authentication for KeyType.AES keys, After this authenlicatlon, EV2
sacure messaging Is used. This authentication is intended to be the
first In a transaction,

AuthendicateEV2NonFirst

Authentication for KeyType.AES keys. After this authenlication,
EV2 secure messaging is used, This authentication is intended for
any subsequent authentication after Cmd.AuthenticateEV2First In a
transaction.

Memory and Configuration Management Commands

Table 5 Memory and configuratlon managemant commands overview

FreeMem

Relurns the free memory available on the card

Format

At PICC level, all applications and files are deleted. At application
leve! {oniy for delegated applications), all files are deleted. The
delated mermory is released and can be reusad.

SetConflguration

Configures the card and pre personalizes the card with a
key, defines if the UID ot the random D is sent back during
communication setup and configures the ATS string,

GeiVersion

Returns manufaciuring related data of the PICC,

GetCardUID

Returns the UID.

Key Management Commands

Table 6. Key management commands overvlew

Command Description -
ChangeKey Changes any key stored on the PICC,
ChangekeyEV2 Depending on the currently selected AID thls command updates a

key of the PICC or of one g

At informaian provided In this document 16 sublact tolugal dsdfeimers
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Command - " -7 2| Deseription - - R ‘

InitializeKeySet Depending on the currenliy selecled appilcatlon tmtlahze the key set
with specific index.

FinallzeKeySet Within the currently selected application, finalize the key set with
specified numker

RoliKeySet Within the currently sefected application, rolf to the key set with
specified number

GetkeySettings Gets information on the PICC and application master key seftings.

ChangeKeySetlings Changes the master key sellings on PICC and application level,

GetkeyVersion Reads out the current key verston of any key stored on the PICC.

B.4 Application Management Commands

Tahle 7. Appliqation

_ement commands overvlew
‘| Description

CreateApplication Creates new applications on the PICC. The application is initialized
according to the given setlings. The application kays of {he aclive
key set are initialized wilh the Default Application Key.

DeteteApplication Permanently deactivalas applications on the PICC.

CreateDelegatedApplication | Creates delegatad applicatiens on the PICC wilh limited memory
censumption,

SalectApplication Selecis one speclic application for further access.

GetApplicationiDs Returns the Application IDentifiers of ail applications on a PICC.

GetDFNames Returns the DF names

GetDelegatedinfo Retumns the DAMSIotVersion and Quotalimit of e targelt DAM slot
on the card,

8.5 File Management Commands

Table 8. File management commands overview

CreateStdDataFlle Creates files for the storage of plain unformatted user data within an
existing application on the PICC.

CraateBackupDataFile Creates files for the storage of plain unformatted user data within an
existing application on the PICC, additionally supporting the feature
of an Integrated backup mechanism.

CreateValueFile Creates filas for the storage and manipulation of 32bl signed Integer
values within an existing application on the PiCC.

CrealelinearRecordFile Creates files for multiple starages of structural similar dala, for
example for layally programs, within an existing application on the
PICC. Once the file is filled completely with data records, further
wriling o the file is not possible unless it is clearad.

T
MF30_H_rd MIFARE _DESFire EVY 805 A Infatmatien provisedin ks decumenl ts subject to laga! dise tiv. 2020. All tights taserved.
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Gommand ..

| Description

CreateCyclicRecordFile

Creales files for muliiple storages of structural similar data, for
example for logging transactions, within an exisling application

on the PICE, Once the file Is flled completely with data records,
the PICC automatically overwrites the oldest record with the latest
wrillen one. This wrap Is fully transparent for the PCD.

CreateTransactionMACFile

Creates a Transactlon MAC File and enables the Transaction MAC
feature for the targetad application.

Permanently deactivates z fite within the file directory of the currently

DeletaFile
selected application.

GetFilelDs Retums the File IDentifiers of all active files within the currently
selected application,

GellSOFilelDs Get back the [SO Fila 1D,

GatFlleSettings

Get Information on the properties of a specific file.

ChangeFileSetlings

Changes the access paramelers of an existing file.

8.6 Data Management Commands

Tat_:le 4, Data management comman_ds averview

| Deseription

ReadData Reads data from FileType.StandardData or FileType.BackupData,

WriteData Writes data to FilaType.StandardData or FileType.BackupData

GatValue Reads the currently stored value from FileType.Value.

Cradit Increases a value storad in a FileType.Value,

Dehit Decreases a value stored in a FieType.Vaiue.

LimitedCredit Allows a limited Increase of a value stored in a FlleType. Value
wlthout having full Gredit permissions lo the file.

ReadRecords Reads out & set of complete records from a FileType.CyclicRacord
or FileType,LinearRecord.

WiriteRecord Wirltes data to a record in a FileType.CyclicRecord or
FileType.LinearRacord.

UpdateRecord Updates data of an existing record in a FileType.LinearRecord or
FlleType.CyclicRacord fle.

ClearRecordFile Resels a FlleType.LinearRecord or FileType.CyclicRecord to emply
state.

8.7 Transaction Management Commands

Table 10. Transaction management corr_\mands overview

Command ~ <1 0. iDeserption 0 T

Comml{Transaction Validates all previous wrile access' on FileType.BackupData,
FileType.Value, FileType. LinearRecord and FileType.CyclicRecord
wilhin one application.

AbortTransaction Invalidates all previous write access' on FileType.BackupDala,
FileType.Value, FileType LinearRecord and FileType.CyclicRecord
within one application.

MF3D_H x3 MIFARE_OESFire_EV]_SDS Allinfe ton grovided i i swbjecl lolegd disedaim: ‘J.XLE‘BV 2020, A ights rezesved.
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Command .= | Description .

CommitReaderlD Commits a ReaderlD for the ongoing transaction, This will aflow a
backend to identify the attacking merchant in case of fraud delecled.

8.8 ISOI/EC 7816+4 Standard Commands

Table 11, ISOIEEC 7816-4 support commands overvi W

Command : , Descrlptmn :

180SelectFils Selects either the PICC level, a DESFlre appllcailon ora DESFIre
fite within an application.

ISOReadBInary Read data from FileType. StandardData and FileType.BackupData
files,

1S0UpdateBinary Write data o FileType.StandardData and FiteType.BackupDaia files.

1SOReadRecord Read dala from FileType.LinearRecord and FileType.CyclicRecord
fes.

180AppendRecord Write a new record to FileType.LinearRecord and
FiteType.CyclicRecord fites.

1S0GetChallenge Ta initiate a ISO/IEC 7816-4 authentication

150ExternalAutheticate Authenticate the PCD during a ISOMEC 7816-4 authentication
150InternalAuthenticate Authenticate the PICC during a ISO/NEC 7816-4 authentication

8.9 Virtual Card Commands

T&ble 12 Virtual Card commands overview
f Descr[ption

1808elect Select VC with the given D,
1SOExternalAuthenticate | Authenticate PCD before accessing the VC.

8.10 Proximity Check Commands

Tab]e 13, Proximily Check commands ovarview

OITHY Descrlpﬂon i
F’reparePC Prepare for the Proximity Chack
ProximityCheck Perforrs the precise measurement for the Proximity Check
VerifyPC Verify the Proximity Check

8.11 Originality Check Commands

Table 14. 0r|gma||ty Check commands overvlew

Command .~ L | Descrlption

Read_Sig Retrisve the EGC orginality check signature
HEID_H %3 MIFARE, DESFiia EV3_SDS A an provided In thi is subjuct la fagal divel . 2020, Allrighta resaived,
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9 Limiting values

Table 15. Limiting values "%
In accor dance with the Absolu!e Maximum Rafmg Sys!‘em (!E C 60134).

Symbol ‘| Parampter - “IConditions - [Min U iMax oo Unit .
Pdmax maximum power dlssnpatlon “ 240 mw
LA-LE,max maximum input current at LA/LB - 86 mA

Taig storage temperalure |85 126 “C

Tamb amblent femperature «25 85 °C

Vesn electrostatic dischargs voltage @ - 4 kv

[1] Sikresses above one or more of the liniting values may cause permanent damage to the device
2] Expesure tofimiting valuas for exlended periods may alfect device relfability
3] ANSVESDAMNEDEC JS-001; Human hody medel: € = 100 pF, R=1.5k0

CAUTION
This device is sensitive to ElectroStalic Discharga (ESD). Observe
precautions for handling electrostatic sansitive devicss,

Such precautions are described in the ANSIESD $20,20, IEC/ST 61340-5,
JESDB25-A or equivalent standards.

H#F30_H_x3_MIFARE_DESflie_EV3 S05 Alfinfermalion provided In this documantis subject to tegal disclakrars. X ©HXP BV, 2320, All dghta reserved,
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MIFARE DESFire EV3 contactless multi-application IC
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PLLMG: plastic leadlass module carrler package; 35 mm wide tape
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11 Abbreviations

Table 16. Abbreviations LT, LS HLINBURID

Acronym . |Deserlption i CIiE R T TR LA L A

AES Advanced Encryption Standard TR L met

AID Application IDentifier r%‘i"-t;f‘s'}“f:}u‘";u S’;'/[;/

APDU Application Protocol Data Unit rs.v--.xm—v“.r-fu«'u*-ma

ATS Answer 1o Salect !

cc Common Criteria

CMAC Cryplic Message Authentication Code

CRC Cycllc Redundancy Check

DES Digital Encryplien Standard

DF Dedicated File

EAL Evalualion Assurance Level

EEPROM Electrically Erasable Programmable Read-Only Memory

FWT Frame Walting Tima

D iDentifier

INS instructions

LCR inductance, Capacitance, Resistance

MAC Message Authentication Code

MAD MIFARE Application Directary

NV Non-Volaiile Memory

PCD Proximily Coupling Device

PPS Protocol Parameler Selection

RATS Request Answer To Select

REQA Request Answer

RF Radio Freguency

uib Unique |Dentifler

WTX Waiting Time eXtension

WUPA Wake Up Protocol A
MEID_H_x3 MIEARE_DESFira_EV3_8DS Ml jon provided in this documant Js subjecl to legat disdaimars. } B HAP BV, 2020, Al ighis pservad.
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14.1 Data sheet status

st st T e 0 ] Daftition <o ooV E EITV TS T ernmrpeirrerirs

Ghlective [short] data shael Devslaprnent This document contains dala from the objective specification for product
development,

Praliminary [short] dala shaet Cualification This documaenl contains data from {he preliminary specification.

Product [shar] dela sheet Produclion This dozument contains the product specification,

{1j Plaase consult the mosi recenlly lssued document belore initlating or compleling a design.

{21 The lerm 'shorl dala shes!' is explained in section "Refinilions™

{3) The producl stalus of davice(s) describad in this decument may have changed siace this document was published and may differ In case of mulllpie
devices, The latest product siaius informalion is avelable on lhe Intemet at URL htlp:/iwwny.nxp.com.

14.2 Definitions

Draft — The documand Is a draft version only, The content is sl under
inlerna) review and subject lo formal approval, which may resull in
modificalions or addiions, NXP Ssmiconductars does nol give any
representatlons or warranties as to the accuracy or compieteness of
information Included herein and shall have no liabliity for the consequences
of usa of such information,

Short data sheet — A shori data sheet is an exlsact from a full data sheel
with Ihe same product type number(s) and title, A short dala sheelis
intandad for quick referance enly and should rot be reffed upon to centain
datailed and fult informalien. For detallad and full information ses the
relevant full Sata shael, which is avallable oh request via the locat NXP
Semlcondustors sales office, In case of any incansistency or conflict wilh the
short data sheet, the full dala sheet shall prevail.

Producl specifticatien — The informatfon and data provided In a Preduct
dala sheei shall define the specification of the product as agreed belween
NXP Semiconduciors and its cusiomer, unless NXP Semiconductors and
cusiomer have explicitly agreed othenvise in willing. In na avenl hawever,
shall an agreemsant be valld in which the NXP Semiconduclars produci

is deemed to offer unctions and gualllies beyond thoss descdbed in the
Product gata sheel.

14.3 Disclaimers

Limited warranty and llabliity - Information in this document is believed
lo be aceurate and reliable, Howavar, NXP Semiconductors does nat

give any represenlalions or warranties, expressed or Implled, as to the
accuracy or complaieness of such Informallan and shall have no Hability
for the consequences of use of such information, NXP Semiconductors
lakes no respansibllity for the content in this dogument if provided by an
Information source outside of MXP Semiconductors, In ne avent shall NXP
Semicondustors be liable for any indirect, Incidental, punitive, special or
consaqueniial damagas {including ~ without limitalion - lost profits, lost
savings, business interruplion, costs related to lhe removal or replacement
of any producls or rewark chargss) whether or net such damages are based
on terl (including negligence), warranty, breach of contract or any olher
legal iheory, Nalwilhstanding any damages [hal cusiorner mighl incar fer
any reason whalsoever, MXP Semiconduclors’ aggragaie and cumulalive
tiablity lowards guslomer for the preducts described herein shall be limiled
in accordance with the Tarms and conditions of commercial sale of NXP
Semicanductors.

Right 1o make changas — NXP Semiconduclors reserves the righl to
male shahges lo Information publishad In lhis decument, inclisding withaut
limltatlan spacifications and product descriplions, at aay lime and vilthout

MFID_H_x3 MIFARE_DESKie EV3 8DS
Product short data sheat

All Inlarmadan provided in Dis cocument 1 subject Lo legal disdlafme.
Rev. 3.0 — 15 May 2020
COMPANY PUBLIC 612530

nolice. This documeni suparsedes and replaces all informatlon supplied prior
lo ihe publicatien hereof.

Suitability for uss — NXP* Semlconductors predusts are not designad,
aulhorized or warzanted Lo be suilable for use in life supponr, life-critical or
safaly-crilical systems or equipmeni, nor in applications where failure or
malfunction of an NXP Semicanduclors product can reasonably be expected
to result in personal injury, death or sevare properly of environmeniai
damage. NXP Semiconductors and its suppliars accept no liablity (or
Inclusion andfor use of NXP Semiconduators products in such equipment or
applicalions and tharafore such inclusion andfor use fa al {he sustomer's own
risk.

Applications — Applications that are described herain lor any of these
praducls ara for illuslrative purposes only. NXP Semiconductors makes
no representation or warranty that such applications will be sultable

for tha specified use without further lesting or modification. Customers

are raspansible for the destgn and aparations of thelr applicalions and
praducts ustag NXP Semiconduciors preducls, and NXP Semiconductors
accepls no lablllly for any assistance wilh applicallons or cusfomer product
design. Il Is cuslomer’s sole respansibllily to determina whether {he hNXP
Semiconduclors produc! Is sultable and fiX for the customer's applications
and products planned, as well as for the plaaned application and use of
custorner's third pary customer(s). Customers should provide appraprlate
deslgn and operaling safeguards to minimize lhe risks assoclaled with
thelr applicalions and produsts, MNXP Semicondustors dees nolt accept any
lianility relaled lo any dejault, damaga, costs o7 problem which Is based
on any weaknass or defavll in the cuslomer's applicalions of products, or
the applicallon of use by costomer's third parly custamet(s). Cuslomer Is
responsible for dolng all necassary testing for the customer’s applications
and producls using NXP Semicenduclers products in order to avold &
default of the applications and the products or of the applica¥on or use by
customer's third parly customer{s}. NXP does not accapl any fiabllity in this
respecl,

Limiting values — Slress above one or more lImiling values {as delined in
the Absolule Maxlmum Ratings System of IEC 61 34) will cause permapent
damage ta 1he davica. Limiling values are sleess ealings enly and {proper)
operation of the device a} these or sny other condilions above those

glven In the Recommanded aperaling condiliens seclion {f present) or the
Characterislics sectians of this document is nol wartanied. Constant or
repeated exposiie to limiting values will permanaently and imaversibly affecs
iha quality and reffabilily of the davice,

Terms and sendltlohs of commerelal sale — NXP Semiconductors
producls ara scld subjecl (0 1ha general larms and condilions of commercial
sale, as published at hitpifewwe.nxp.comiprefileflerms, unless olhenvise
agraed in a valid witlen individaal agreement. In ease an individuat
agraement Is conclizded only the larms and conditiens of the respective
agreemeni shall apply, NXP Semiconduciors hereby axpressly objecls to
applying the customer's general ierms and condiilons with regard to the
purchase of NXP Semicenductors,produats by cusiomer.

0. Alirighla resanved.
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No offer to seil o llcense - Nothing in this document may be Interpreted
or constrved as an offer to sell products that is opert for aceaplance or

the grant, conveyance or Implicallon of any #cense undes any copyrighls,
paltents or other Industriat or intellaciuat proparly rights,

Quick raference data — The Quick reference dala Is ar exlract of the
product data glven in |he Limiling values and Characlerisilcs sections of this
daocument, and as such is nol complele, exhaustiva or legally bindlng.

Expart conirel — This docuimnent as well as the liem{s} deseribad herein
may be subject te expos conirel regulations. Expaort might requira a prior
authorizalion fram compelant autharities,

Non-automotive gualified products — Unless this data sheef expressiy
states thal this specilic NXP Semiconduclors product is automative qualified,
lhe product Is not sultable for automative use, Itis neither Guatified nor
lested it accordance with aulomotive lesting or application requlrerents.
NXP Semicenduclors aceepts po llability for inclusfon andfor use of non-
automolive qualified products In automolive equipment or applications, In
Ihe event that cuslomer usas the product for design-in and use in automolive
applications to aulomotive specifications and standards, cuslomer {a) shall
use the produc! withaut NXP Semiconduciors’ warranty of the producl for
such aulomative applicalions, use and specificalions, and (b} whenever
cuslomer uses the product for automotlive applications beyond NXP
Sermiconduclors’ specifications such use shall be solaly at customar's own
risk, and (o) cuslomer fully indemnifies NXP Ssmiconductors for any liabllity,
damages or foiied product claims resulling from customer design and use

of the product for automative applicalions beyand MXP Semiconduclors’
slandard warranty and NXP Samiconductora’ praduct specilications.

Translatlons — A nonr-English {iranslated) versian of & dacument is for
relarence chiy. The English version shall prevail in casae of any discrepancy
batween the irapstaled and English versions,

Sacurity — While NXP Samicanductors has implemented advanced
securily fealures, all products may be subject la unidentified vulnerabilies.
Customers are responsible for lhe design and aperation of thelr applicallons
and produicts to raduce the effect of these vulnerabllities on cuslamer's
applications and producis, and MXP Semiconductors socepls no Habilily for
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any vuinerabifity that is discavered. Cuslomers should implement appropriate
dasign and oparaiing saloguards lo minimize e risks associaled with their
applications and products.

14.4 Licenses

ICs with DPA Gountermeasuces functionality - .~ =1 = - 7

™ NXP ICs containing functionstily
imptementing countermsasures la
Differentfal Power Analysis and Simple
Powet Analysis are praduced and scld
under applicable license frore Cryplography
Rasearch, Inc,

LICENSED

DPA

COUNTERMEASURES

Purchase of NXP IGs with NFG lachnology
Purchase of an NXP Semicnnductors IC that complies wilh one of the
Near Feld Communigatian (MFC} standards ISOAEC 18092 and 80/
IEG 21481 doas nol convay an impied license under any palent right
Infringed by implemantation of any of those slandaids. Purchase of NXP
Semiconduciars IC does not include a ficanse fo any NXP palan? {or othec
IP right) covering combinations of {hose producls with ether products,
whether hardware or soflware. :

14.5 Trademarks

Nuolico: All referenced brands, preduct names, sarvice names and
frademarks are the propetly of their respective owners.

MIFARE — Is a kademark of NXP 8.V,

DESFire — s a trademark of NXP B.V,
NXP — wordmark and logs ara rademarks of NXP 8.V,
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Foreword

1SO (the International Organization for Standardization) and [EC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of I50 or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fietds of
technical activity, ISO and [EC technical committees coltaborate in fields of mutual intevest, Other
international organizations, governmental and non-governmental, in Haison with 130 and IEC, also
take part in the work,

The procedures used to develop this document and those intended for its further maintenance are
described in the 1SO/iEC Directives, Part 1. [n particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the

editorial rules of the [SO/IEC Directives, Part 2 (see wwwiiso.org/directives).

Attentlon is drawn to the possibillty that some of the elements of this document may be the subject
of patent rights. 150 and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Intreduction and/or on the 1SO list of patent declarations received (see www.[so.org/patents) or the [EC

list of patent declarations received [see htip://patents.iec.ch).

Any trade name used in this docurment is informaticn given for the convenience of ugers and dees not
constitute an endorsement,

For an explanation of the voluntary nature of standards, the meaning of 150 specific terms and
expressions related to conformity assessment, as well as information about 1S0's adherence to the
World Trade Organlization (WTQ) principles in the Technleal Barriers to Trade (TBT} see www.iso.org/
{so/foreword htral.

This document was prepared by Joint Technical Committee ISO/IEC ITC 1, Information technology,
Subeemmittee SC 17, Curds and security devices for personal identification.

This fourth edition cancels and replaces the third edition (ISO/IEC 7816-4:2013}), which has been
technically revised, [t also Incorporates the Amendments ISO/IEC 7816-4:2013/Amd.1:2018 and
[SQ/IEC 76816~4:2013/Amd.2:2018 and the Corrigendum 1S0/1EC 7816-4:2013/Cor.1:2014.

The main changes compared to the previous edition are as follows:

— incorporation with the amendments and the corrigendum; '

— revislon of unclear portions and correction of editorial mistakes.
Alistof all parts in the ISO/IEC 7816 series can be found on the SO website,

Any feedbacl or questions on this document should be directed to the user's national standards body. A

complete listing of these bodies can be found at www.iso.org/membersitm].
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150/1EC 7816-4:2020(E)

Introduction

1S0/IEC 7816 (all parts)¥l is a series of standards specifying integrated circuit cards and the use of
such cards for interchange. These cards are identification cards intended for information exchange
negotlated between the outside world and the integrated circuit in the card. As aresult ofan information
exchange, the card delivers information (computation result, stored data) and/er modifies its content
{data storage, event memorization).

— Five parts are specific to cards with galvanic contacts and three of them specify electrical Interfaces.
— I80/IEC 7816-1 specifies physical characteristics for cards with contacts.
— 150/IEC 7816-2 specifies dimensions and location of the contaets,
— IS0/IEC 7816-3 specifies electrical interface and transmission protocols forasynchronous cards,
— 1SO/IEC 7816-10 specifies electrical interface and answer to reset for synchronous cards,
— 1SO/IEC 7816-12 specifies electrical interface and operating procedures for USB cards.

— Al the other parts are independent from the physical interface technology. They apply to cards
aceessed by contacts and/or by radio frequency.

— ISO/IEC 7816-4 specifies organization, seeurity and commands for interchange.
— ISO/IEC 7B16-5 specifies registration of application providers.

SIHOGUETY ¢
PRI S ST O

....‘.1;'2:5“&\.&1 ta

- ISO/IEC 7816-6 specifies interindustry data elements for interchange. S el 5ot Rl

— ISO/IEC 7816-7 specifies commands for structured card query language..coe

e VAV AL

7

~— [SO/IEC 7816-8 specifies commands for security operations.
...ﬂ‘Iiﬂ’!H‘“’Jg .

— [80/IEC 7816-9 specifies commands for card management.
e AT oo

PV,

— ISD/IEC 7816-11 specifies personal verification through biometric methods:
— ISO/IEC 7816-13 specifies commands for handling the life cycle of applications.
— ISO/IEC 7816-15 specifies cryptographic information application,

ISO/IEC 10536 {all parts)il specifies access by close coupling. [SO/IEC 14443 (all parts)l#4 and
ISO/IEC 15693 [ali parts)él specify access by radio frequency. Such cards are also known as
contactless cards.

The International Orpanization for Standardizaticn (I1S0) and lnternational Electrotechnical
Commission (IEC) draw attention to the fact that it is clalmed that compliance with this document may
involve the use of a patent.

150 and 1EC take no position cancerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured [SO and [EC that he/she is willing to negotiate licences —
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this
respect, the statement of the hoider of this patent right is registered with 150 and 1EC. [nformation may
be obtalned from the patent database available at www.iso. ’

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights other than those in the patent database. 150 and 1EC shall not be held responsible for
identifying any or all such patent rights.

viil

~yblic rompery Ui~ i

$Soneths




e

This la a praviaw - click here Lo buy the full publieation

INTERNATIONAL STANDARD 1S0/1EC 7816-4:2020(E)

Identification cards — Integrated circuit cards —

Part 4:
Organization, security and commands for interchange

e etpe o maiaey e 2 TRT
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1 Scope : _
URTURTRURUVIU T PRAVIFEETS B

wi i E

- A
This document {5 intended to be used in any sector of activity. It specifies: v (= Jf}v\f

chamatains

A .
— contents of command-respouse pairs exchanged at the interface, NSRS AL e

—  means of retrieval of data elements and data objects inthe card, R et P T L RO

— structures and contents of historical bytes to describe operating characteristics of the card,

— structures for applications and datain tﬁe card, as seen at the interface when processing commands,
— access methods to files and data tn the card,

- asecurity architecture defining access rights to files and data in the card,

— means and mechanisms for identifying and addressing applications in the card,

— methods for secure messaging,

— access methods Lo the algorithms processed by the card. [t does not describe these algorithms.

1t does not cover the internal Emplementation within the card or the outside world.

This document is independent from the physical interface technology. It applies to cards accessed by
one or more of the following methods: contacts, close coupling and radio [requency. {fthe card supports
simultaneous use of more than one physical Interface, the refationship between what happens on
different physical interfaces is out of the scope of this document,

2 Narmative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document {including any amendments) applies.

1SO/1EC 7816-3, identification cards — Integrated circuit cards — Part 3: Cards with contacts - Electrical
interface and transmission protocols

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6 Interindustry data elements for
interchange .

ISO/1EC B825-1, Information technology — ASN.1 encoding rules: Specification of Baste Encoding Rules
(BER), Cananical Encading Rules (CER} and Distinguished Encoding Rules {DER) — Part I;

@ ISO/EC 2020 - All rights reserved
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